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Abstract

The Department of Energy (DOE) and its predecessor agencies have had a long
history of developing and handling sensitive, classified information. Since the
Manhattan Project, identification of classified information has been supported
by principles and rules, called "classification topics," in guidance documents that
are published for use by authorized classifiers across the DOE complex.
Managing DOE classification guidance adds to the usual problems of document
management. Coordination of multiple dependencies among master and derived
documents and classification topics is needed to ensure consistency. The Topic
Maps technique is being applied to organize classification guidance topics
according to unique subjects so that duplicate topics, inconsistent topics, and
gaps in classification guidance become obvious for corrective actions. Once
topics are logically organized and linked, then when a change in a guidance
topic is proposed, system users will know which related topics need a review or
change. Development of an overall guidance-management system also involves
creation of a new XML-based publishing system to replace the diverse and often
inadequate tools used in the past. A document-management system to support
the publishing system will require integration with the guidance-management
system in addition to the conventional tools for revision control and file
management. We have begun to construct the topic maps for guidance
management and are in the process of refining a design of topic maps to manage
the publishing process.
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Topic Maps for Managing Classification
Guidance

Vinh Lé and James David Mason

1 The DOE Classification Guidance System

Since the beginning of the Manhattan Project, research and devel opment activitiesin DOE have been
distributed across many sites. Facilitieswere originally dispersed across the nation because of wartime
conditions. Much of the basic research activities are not sensitive and are unclassified. However,
applicationsfor nuclear weapons designs, devel opment, testing, and manufacturing are sensitive and
often classified at secret level. Although most technologies related to the production and enrichment
of nuclear materialsare well known, DOE protects certain advanced technologies and unique design
information.

Senditiveinformation products such as design drawings, assembly procedures, technologies, or design
concepts are classified. The DOE office of Information Classification and Control Policy (ICCP)
develops classification policy and provides guidance for determining what information is or is not
classified in accordance with the Atomic Energy Act and applicable Executive Orders. The DOE
classification guidance is documented in classification guides and is provided in the form of topics.
Each classification topic describes the information (or rules, policy) and has a classification level
(e.g., unclassified, confidential, secret, top secret). Classification guides are written for subject matter
expertsand for classification specialistswho review information and make classification determination
derivatively based on the original classification decisions as provided in classification topics. These
authorized derivative classifiers (ADCs) aretrained in specific technical subject areas and authorized
by DOE to make derivative classification decisions.

Classification topics are often hierarchical. Frequently, rules appear in if-then-else patterns that
reflect different combinations of conditions surrounding a piece of information. The master documents,
sometimes referred to as "DOE headquarters classification guides," tend to offer general rules, such
as that the association of certain classes of materials with particular products reveals a sensitive,
unique concept and therefore is classified and protected. Derived documents, sometimes referred to
as "local classification guides," make such rules specifically applicable to the specific environment
or conditions of aDOE site. Inlocal classification guides, each rule must be traceable to one or more
rulesin the headquarters classification guides, so that thelogical hierarchy of classification guidance
transcends individual documents.

The number of these classification topics has increased tremendoudly as we have gained additional
knowledge in research and devel opment, not to mention the changesin information protection
schemes and strategies due to declassification. Declassification is a policy determination process of
changing a piece of classified information so that it becomes unclassified. Overall classification
policy does not change over time; however, declassification of individual pieces of information
changes the information-protection strategies and schemes. The lack of an effective electronic
document management system and a classified network constrains effective guidance management
and asaresult, creates opportunities for redundant and inconsistent classification policy and guidance.
Classification topics and knowledge information became unmanageable in this paper-based system.
Inefficient processes and ad hoc publishing rules and procedures have arisen to resolve these
problematic symptoms, adding complexity to the real problems.

An ASCII-based classification guides system was devel oped a decade ago to solve some problems.
However, this system was simply alimited collection of classification guides with search capability
using keywords. Document reviewers use this system to search pertinent classification guidance for
making classification determination. Guidance writers use this system to seek out classification

Extreme Markup Languages 2002

Rendered by

IAMAN Rendar X COnT

page 1


http://www.renderx.com

Topic Maps for Managing Classification Guidance

guidance that requires an update. Currently, aword processor (e.g., WordPerfect) is still being used
as authoring and publishing tools. Approved guidance in a proprietary format is then converted to
ASCII for input in this classification guides system. This guidance development and production
processis tedious, inefficient, and prone to errors.

8 2 The Guidance Streamlining Initiative
The classification Guidance Streamlining I nitiative (GSI) was designed to solvethese problems. The
goa of thisinitiative is eventually to develop an integrated classification guidance system for users
to efficiently write classification guidance and continuously update classification guidance for
accuracy, clarity, and consistency. Two primary objectives were set towards meeting this goal. One
isto develop and acquire an information management infrastructure that allows for the automation
and facilitation of the classification guidance development, updates, publication, and dissemination.
The other isto use thisinfrastructure and to-be-devel oped tools to streamline and improve
classification guidance accuracy and consistency.

2.1 Infrastructure Development Objective

A needs analysis was performed and specific requirements were identified and specified in the User
Requirementsfor the Classification Guidance Database and Publishing System [ DOE 2001], prepared
in early 2001. ISOGEN/DataChannel was selected to perform an analysis of the requirements and
provided recommendations and a conceptual design of such asystem [ISOGEN 2001]. Most notable
among recommendations was the culture change needed in guidance authoring. In this new
environment, guidance writers must learn an XML authoring tool to create content in amore structured
way. Thiswas the most challenging task. A scaled-down version of the system requirements was
designed to evaluate the author's acceptance of the new structured-content authoring environment.
XMetal, FrameMaker+SGML, and M S SourceSafe were chosen as the authoring, publishing, and
version control tools, respectively. A prototype system consisting of these tools has proven to be
productive, and XML has been chosen as the standard markup language for the office. Although
authors were still having difficulties adjusting to the new structured-content authoring environment,
customized user screens and a new business process were designed to ease this transition. The
acquisition of an electronic workflow system was put on hold while the new business process was
still being reinvented and a classified local area network was being designed for security approval
and implementation.

2.2 Guidance Streamlining Objective

A working group was formed to investigate how best to manage the classification guidance
information, how rich the information should be, and what tools and methods to use in managing
the information. The group found that classification guidance information needs to be organized by
unique subject so that duplicate, inconsistent classification guidance, and gaps can be easily detected
for corrective actions. Each classification topic, as areflection of policy, needs to be linked to other
information. Such information includes rationale, basis, and reasons for having the policy;
how-to-apply information; related policy (or technical concepts); and keywords. This web of
information defines how rich the information should be. Topic Maps have been evaluated and applied
as amethod for managing thisinformation, and some of the early results are described in this paper.

8 3 Central Publishing System Requirements
One of the early driversfor the GS| was the need for anew e ectronic publishing system in the ICCP.
The initial requirements soon led to consideration of an XML-based system with a
workflow-management system to support it. Further consideration led to the reali zation that managing
guidance required finer granularity than just managing documents, and that realization led to
examination of management at the level of the guidance topics. Discussions with internal experts
and a study done by ISOGEN International led to an examination of Topic Maps as a means of
managing many small, but interrelated, components.
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3.1 Document Structure

A typical classification guide consists of both narrative passages and rules. The narrative portions
give background for classification and establish general principlesfor classification. Therules, which
often appear in quasi-tabular form, apply the principlesto more specific circumstances and associate
classifications with the rules. In some classification guides, the narrative portions may constitute
several chapters, but there will be only one narrative sequence and one set of rules. In larger guides
there may be many sequences of explanatory matter and related rules. The principal guide for Y-12,
atypical site-wide guide, has relatively brief explanatory matter, but it has about 1,500 rules, with
some brief commentary interspersed among the rules. Guides may also have components typical of
technical publications, such as glossaries, lists of acronyms, and bibliographies.

Although rules may be simple statements, they often are constructed in terms of branching hierarchies.
A rule may begin with the statement of abasic premise, such as the mention of a material used in
weapons production. If it is generally known that the material is used somewhere in the process but
not known how, the rule may branch into unclassified and classified variants for general references
to the material and references in relation to a specific weapon or portion of aweapon. Frequently,
the branching goes down several levels as additional conditions are specified.

The classification portion of aruleincludes not only alevel of classification (unclassified, confidential,
secret, top secret) but also acategory and potentially other information such as the conditions under
which the classification can be downgraded or the reason a statement may be exempt from public
release. The categories include "National Security Information," "Restricted Data', and "Formerly
Restricted Data"'. Somerules do not lead to asingle level and category but may indicate arange and
direct the user of the guide to consult with a subject-matter specialist for further determination.

Although the typical guidance document can be produced with conventional desktop-publishing
toolsif the goal isto have only apaper document, DOE istrying to look beyond traditional publishing
and delivery requirements. In particular, we do not feel it is sufficient just to present rulesin the
combination of outline and table form as has been donein the past. It isimportant that the publishing
process recognize the hierarchical relationships among the rules. It is also important to select
classification information only from lists of validated combinations. In thelong term, we are looking
also towards alternative methods of delivering classification guidance, such asthe online Classification
Resource System (CRS) at Y-12.

3.2 Coordination

The process of devel oping classification guidance tendsto beinteractive, involving guidance writers,
classification specialists, policy specialists, and technical subject-matter experts. Guidance writers
havelong had a practice of collecting notes on the guidance they arewriting, particularly asareflection
of their coordination with other participantsin the process, both in their local operations and in the
field where the guidance will be applied. The writers feel it isimportant to carry this coordination
information along in the documentation so that future reviewers of the guidance can understand how
certain decisions were made. The coordination information is not, however, generally published in
the guides resulting from the process.

3.3 Versioning

Thefirst plansfor anew publishing system at | CCP included aconventional document-management
system because ICCP'sinitia goa was simply to upgrade the publishing process. Archiving the
released versions of documents, as well as tracking of revised documents through the approval
process, will call for some variety of conventional workflow/document management system.

As GSl has progressed, we have realized that a much finer level of granularity is needed. Although
afinal design decision has not yet been made, we believe that version control should beimplemented
down to the level of individual guidance topics. Entire guides are revised much less frequently than
there are changesto individual topics because of policy changes. While theissuing of changesisnot

Extreme Markup Languages 2002

Rendered by

IAMAN Rendar X COnT

page 3


http://www.renderx.com

Topic Maps for Managing Classification Guidance

so common as the issuing of change pagesin industrial or military documentation, it is done
occasionally. A full loose-leaf publishing system is probably not required: Y-12 typically issuesjust
anoticewith the altered text. Nonethel ess, it is necessary to maintain a history of changesin guidance.
If, for example, aFreedom of Information Act request ismade for adocument created several decades
ago, we need to consider what guidance was in effect at that time as well aswhat is current.

A topic map becomes almost a necessity for navigating the myriad objects under management if the
granularity is at the level of topics. However, the techniques for managing documents at this level
have been studied for along time. An article by Han Schouten [ Schouten 1989] set forth a hypertext
schemafor adatabase of document components aslong ago as 1989. The details of how a hypertext
version-control system will be built for this particular application is now being examined.

3.4 XML Publishing System Design

One of the earliest goals of this project, before the GSI took shape, was to provide a new publishing
system for ICCP. Very early in the process, XML became an assumed requirement for any new
publishing tools. Whilethe GS| evolved and large philosophical issuesreated to guidance management
have entered the discussion, work has nonetheless quietly continued on the publishing component.

Y -12 demonstrated several years ago that it could capture a guidance document using afairly
conventional DTD devel oped for technical publishing. Y-12 currently delivers several guidesonline
in CRS over aclassified network, using HTML. Neither the publishing DTD nor HTML addresses
more than the presentation of the guides, however. None of the special relationships, such asrule
hierarchy, is captured.

| CCP has acquired both an XML editor and an XML -aware composition system. Having devel oped
aDTD for ageneral classification guide, ICCP staff have started production of several guidesasa
training and demonstration exercise.

Y-12 has also written aDTD as part of the analysis process. The ICCP DTD currently emphasizes
the coordination and versioning data as well as providing for elements of the general publishing
process, such asfront matter and appendices. TheY-12 DTD, which concentrates on topical guidance
asinput for topic map creation, emphasi zesrule structure and constraints. Asthe devel opment process
continues, we plan to look at DTD harmonization and/or creating scripts to convert documents
between structure variants.

§ 4 GSland a Design for Managing the Content of Classification Guides
When ICCP was early in its quest for an improved publishing technology, it realized that just
upgrading the publishing tools was not sufficient. For a system to be valuable to more than just the
guidance writers in Germantown, it would need to address the issues facing creators and users of
guidance across DOE. DOE also wanted to reduce the number and complexity of guidesin use.

To accomplish such areduction, DOE would have to analyze the complex interrel ationships among
guides. Which statements in which field guides depended on which statements in master guides?
Where were the best statements of classification topics? What were the essential concepts behind
each topic? How could we balance redundancy of statement (in support of ease of finding atopic)
with the need to maintain asfew statementsas possible? Thereare only afew very high-level reasons
for classifying information (e.g., design of weapons, specialized manufacturing techniques). How
could we trace the logical path from one of one of these "keystone" concepts to any particular piece
of classification guidance?

GSl, which was begun to address some of the issues related to the interrelations among guides and
to seek ways of compacting guidance, soon became intertwined with the search for anew publishing
system.

One of the earliest projectsin GSI was the analysis of acomplex of classification topicsin avery
narrow and containable subject-matter area. The analysis eventually involved more than sixty
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candidate topics from seven guides. After analysis, only about seven distinct topics emerged. When
those of us with Topic Map experience saw the results presented in tabular form, we realized that
we were seeing a paper topic map. Since Topic Map technology was aready being discussed in the
classification community, we decided to capture thetablein XTM form and use a Topic Map browser
to show how the hyperlinked representation elucidated relationships.

Asaresult of this experiment, we are now revising our view of the relationships that a
guidance-management system will need to capture. We have now scaled up the project to explore
the relationship between alarge loca guide and the master guides from which it is derived. In this
new topic map we examined nearly 1,500 guidance topics from Y-12's principal guide and their
relationships within the guide and externally to one of the authoritative guides from which the Y-12
guide is derived. From the selected source guide, we eventually mapped about 150 guidance topics.

5 Topic Map for GSI

A topic map of the interrelationships among guidance documents will initially focus on the topical
guidance rather than the narrative and explanatory passages because the guidance topics are discrete
units. Documentation should exist for local and derived guides to validate each guidance topic by
reference to a corresponding topic in a master guide or some other authoritative source.

We currently believe, however, that direct mapping of atopic in one guideto atopic in another guide
will not be sufficient to enable all the goals of GSI. For the current paper documents, it is sufficient
to provide documentation of authority. But the essence of making classification decisions does not
depend only on specific statements but rather on the concepts behind those statements. Accordingly,
it looks more fruitful to map interrelationships in terms of concepts. The original GSI studies did
attempt to isolate the key concepts behind classification topics, calling them "keywords' and
"keystones." Keywords may be actual terms used in the guidance topics, or they may be dightly
abstracted terms that capture the essence of the topics. In effect, they are like the trigger concepts at
thetop of theimplication networksfor Y-12's classification engine, Ferret [Mason 2002]. Keystones
are more abstract than keywords; they represent the high-level conceptsthat are the justification for
classifying information. There will likely be many keywords but only a few keystones. It should be
possible to create Ferret-style implication networks leading up from keywords to keystones.

Intheearly GSI study, theinitia listincluded about sixty primary topics. Although keyword analysis
was not done on the entire list, Y-12 estimates over a hundred keywords would be needed. The
origina XTM demonstration examined in detail seven classification topics, with about thirty instances.
The seven topics reflected combinations of seven keywords but only two keystones. However, the
early study — and the topic map that reflected it — focussed on direct rel ationshi ps among guidance
topics, not patterns of keyword use, which might not emerge from so small a sample.

The new topic map for the Y -12 classification guide and one of its sources has nearly 3,000 keywords
withits 1,650 guidancetopics. Not al guidancetopics (e.g., topicswhose result is unclassified) have
been assigned keywords. Because the selection of keywords has not been fully harmonized between
the guides, there may be some reduction of thefinal number. This collection of keywordsa soincludes
much of the Ferret implication trees, so not all of the collection isinvolved in the linkages between
the two guidance documents currently in the topic map.

We expect that when keyword analysisis done on larger collections of guidance topics, it will be
possible to map the dependencies among topics automatically according to their patterns of keyword
use. If that isachieved, we will have found ameansfor consolidating topics and thus of streamlining
the amount of guidance that must be managed.

5.1 Ontology for Guidance Management
Because of its specialized field of application, afull topic map for GSI must deal with aunique
ontology of objects and relationships among them.
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5.1.1 Objects

Just to enable a topic map to operate on guidance data, many classes of topics must be created and
populated. Some of these classes exist to type other topics, such as guidance documents and the
guidance topics within them. Typing topics are relatively few in number. Other topics serve as
indicators of static properties, such as classification values. These, too, arerelatively few in number.
A third relatively small class of topics will serve to type rolesin associations.

Much more numerous will be the topics used as proxies for the classification guides and the topical
guidance within them. Along with these we expect one or more classes of topics for coordination
information and a similar group of classes for versioning, tracking, and managing topics.

5.1.1.1 Guides

The ADC traditionally begins classification analysis of a candidate document by applying a
classification guide. Inthe original GSI study and topic map, no distinction was made between master
guides and local guides. However, for GSI to achieve its goals, it will be necessary to make such
distinctions. "classification guide" is nonethel ess a useful concept as a superclass within the overall
ontology, with subclasses "master guide" and "derivative guide." The distinction between master
and derived guideis not absolute. For example, one of the guides frequently cited as an authority in
the principal local guide and Y-12's other local guidance sets officia policy for awide range of
weapons-related issues. But it isitself derived in many areas from other high-level guideswhich set
policy at an even level near what could be considered keystone. At present there are only two levels
of guide, master and derived, in the topic map because within a single association that appearsto be
sufficient. In the future, as the number of layers of derivation isincreased, additional typing topics
that reflect degrees of authoritativeness/derivation may be created.

5.1.1.2 Guidance Topics

The usual focus for applying guidance is the guidance topic (not to be confused with a topic-map
topic!). In atopic map for managing guidance, "guidance topic" will be another superclass. Within
the class are master and derived topics. The ontology also providesfor hierarchies of topics, so typing
topics for roles such as parent and child have been created. (Topics for typing siblings may emerge,
but in practice, sibling topics can be derived rather than explicitly notated.)

An instance for an actual topic is then established by reference to one of these typing topics. For
convenience in browsers that highlight basenames, the text of the guidance topic is stored in the
baseNameString (here obfuscated because most real guidance topics are themselvesclassified). This
topic istypica in that thereisaprincipal statement that branchesinto two qualifications on the
original statement.

<t opi ¢ id="gtd- Baki ngQui de-1-1">
<i nst anceOf >
<t opi cRef xlink: href="#r-topic-in-I|ocal -guide" />
</instanceCf >
<baseNane>
<baseNaneStri ng>Use of both baki ng powder and baking soda in a
singl e reci pe</ baseNaneStri ng>
</ baseNane>
</ topi c>

<t opi ¢ id="gtd-Baki ngGui de-1-1.1">
<i nst anceOf >
<t opi cRef xlink: href="#r-topic-in-I|ocal -guide" />
</i nstanceCf >
<baseNane>
<baseNaneStri ng>Pr oduct unspeci fi ed</ baseNaneStri ng>
</ baseNane>
</t opi c>
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<t opi ¢ id="gtd-Baki ngGui de-1-1.2">
<I nst anceCOF >
<t opi cRef xlink: href="#r-topic-in-I|ocal-guide" />
</instanceCf >
<baseNane>
<baseNaneStri ng>Pr oduct specified</baseNanmeStri ng>
</ baseNanme>
</t opi c>

(A more complete version of an instance is shown below.)

5.1.1.3 Keywords
As keys to identifying the significant content of classification topics, keywords will be major

components of topic maps. A high-level typing topic establishes a superclass of concepts, with
subclass typing topics of keystones, keywords, and componentsin Ferret-like implication networks:
antecedents and consequents for logical associations.

It may be useful to examine guidance topics according to their whole list of keywords or trigger
concepts; atyping topic for these also appearsin the ontology. At this stage of the analysis of the
actual subject matter, we are not sufficiently advanced to decide whether it is useful to create a new
class of concept groups.

Because keyword hierarchiesform implication networks, topicsto identify rolesinimplication, such
as antecedent and consequent, have been defined. Thetop of theimplication hierarchy may well turn
out to be the collection of keystones, or it may be elements from the Master Subject List. At this
time the implication hierarchy is still under development; however, the pattern will probably turn
out to be like that used in the Ferret system [Mason 2002]. Individual implications are built up of
antecedents and consequents. The antecedent and consequent roles are, of course, relativeto individual
associations in an implication tree that is several layers deep (some Ferret trees are as much as a
dozen levels deep). A high-level participant in an implication tree may turn out to be equivalent to
akeyword associated with a guidance topic. Ferret trees in previous applications work up from the
level of termsused in actual documentsto thelevel of trigger conceptsfor rules. Thesetriggers seem
to be equivalent to keywords. The keywords, inturn, are the bottom level of treesreaching up towards
the keystones. The resulting implication network will span the entire range from high-level policy
abstractions down to the concrete language used in actual documents.

5.1.1.4 Keystones
Askeys to identifying the reasons for classification of subjects at a high level, keystones will also

need atyping topic. Keystonesare at such ahigh level inthelogical hierarchy that they are not likely
to need further typing topics. Although afew keystones were included in the earliest GS| topic map,
none have yet been identified for the larger example that links two guides. Some keystones may
emerge from analysis of the guide that sets top-level policy for classification. A "Master Subject
List" that has been under development by another part of the GSI project may al so provide keystones,
aswell as parts of the trees connecting them with the keywords for guidance topics.

5.1.1.5 Coordination and Reference Items

Because one of the major purposes of building atopic map for guidance management will beto help
authors and reviewers of guidance documents, the topic map will need to provide locations for
coordination information. Such information constitutes a form of metadata about guidance topics;
the details of itsform are not yet evident. The DTD being devel oped in conjunction with the publishing
system isonly beginning to define these elements; the ontology in the topic map will probably follow
what develops in the publishing system. Because these items may contain extensive text, we shall
have to find a means for presenting structured text in a topic-map browser.

5.1.1.6 Properties Associated with Guidance Topics
Topics are also generally numbered and are frequently referenced by number. Although numbering

isnot anintrinsic part of atopic, it appears in the topic map for identification reference purposes as
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atyped and scoped name in addition to the primary name applied to each guidance topic. In atopic
map, hyperlinks and names are the primary means of locating information. Because topic humbers
sometimes change when guides are revised, versioning, probably through scopes, will be applied to
topic numbers as well asto the texts.

Guidance topics usually consist of two significant parts: the statement of a condition and the
classification information associated with that condition. So that they may be referenced el sewhere
in the map, typing topics for the components of classification are provided, and then instances of
these typing topics appear as static topics that represent the allowable values or ranges of values of
classification items. There are values for the level of classification, the category of classification
applied, and, for use with national security information, further definition of the types of exemption
for release and circumstances under which the information can be declassified. One section of the
current topic map is devoted to associations between individual guidance topics and their respective
classification components. Because some guidance topics may cover more than one kind of
classification, the association provides for both primary and secondary level and category.

5.1.1.7 Source Documents
Because the topic map isintended to manage a collection of documents and components, it will have

many pointersto occurrencesin external storage. The storage system isjust beginning to evolve, but
we have provided topicsto scope occurrences, such as XML sourcesand HTML and PDF renditions.
Source references will be further qualified by the versioning system. The occurrences will likely be
of both the individual items under configuration control (e.g., guidance topics) and the resulting
completed documents that accumulate the items.

5.1.2 Association Roles and Links

Associations are what make a topic map different from most other collections of metadata. In the
GSl topic map we capture aweb of relationships that as a whole would be difficult to capture or
manipul ate in more traditional metadata systems. Guidance topics appear inlogical hierarchieswithin
their parent guides. Derived guidance topics must also be validated by association with topicsin
master guides, and these topics have their own hierarchy. Keystones and keywordswill occupy their
own hierarchies of topics and associations. Because we intend to use keywords and keystones to
mange gui dance, associations between guidance topics and these conceptual topics will form the
core of the actual map.

5.1.2.1 Links around Guidance Topics
Compilers of classification guidance havetraditionally thought of direct links among guidancetopics

as being the primary connection between corresponding portions of guides. Validation of aguidance
topic in aderived guide has always been by association with a guidance topic in a master guide. For
purposes of official approval, such direct links will probably continue to have major significance.

Direct links are grounded only in an assertion by a guidance writer. In most cases, human inspection
will validate the content of alink. However, such validation cannot be confirmed by a computer.
For the purposes of managing guidance through a topic map, other links, such as those based on
keywords, will be necessary.

A topic rarely stands by itself within a single guidance document; it is usually part of a hierarchy
within the document. In some guides, such asY-12's main guide, the hierarchy isrelatively flat.
Much of the guide is devoted to materials used in manufacturing, and the hierarchy rarely goes deeper
than rules about specific materials, such as steel or hydrogen. Some rulesin the Y -12 guide branch,
asthey do in many other guides, depending on whether a specific product is mentioned or not. Other
guides, such as the DOE-wide guide on safeguards and security, have deep outline structures that
go down more than six levels.

The immediate environment of a given rule can be seen as a complex of potential links not unlike
those in athesaurus: broader topic, narrower topic, related topic. Display in atopic map browser
does not not require making al these relationships explicit: simple parent-offspring links are sufficient
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to assemble most other relationships. We are only beginning to devel op and exploit such awider set
of relationships.

Theroot of ahierarchy of guidance topicsis generally a guidance document. Because this systemis
intended to maintain guides, this hierarchy becomes particularly important. For the set of sample
topics above, the hierarchy could be represented by the association:

<associ ati on>
<i nst anceCf >
<t opi cRef xlink: href="#f-topic-to-parent" />
</instanceCf >
<nmenber >
<r ol eSpec>
<t opi cRef xlink: href="#r-cl assification-topic-parent" />
</rol eSpec>
<t opi cRef xli nk: hr ef ="#gt d- Baki ngCui de- 1-1" />
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xlink: href="#r-classification-topic-child" />
</rol eSpec>
<t opi cRef xI i nk: href="#gt d- Baki ngCui de-1-1.1" />
</ menber >
<nmenber >
<r ol eSpec>
<t opi cRef xlink: href="#r-cl assification-topic-child" />
</rol eSpec>
<t opi cRef xli nk: hr ef ="#gt d- Baki ngQui de- 1-1. 2" />
</ menber >
</ associ ati on>

A topic in aderived guide may, first of al, be established by an identification topic, as indicated
above. Then itsrelationship to a master topic, established similarly, can be shown in an association.
So, if the topic about baking powder, in aderived guide, is based on one about leavening, in a master
guide, the relationship might be shown as follows:

<associ ati on>
<i nst anceCf >
<t opi cRef xlink: href="#f-nmai nTopi c-to-i nstance-topic" />
</i nstanceCf >
<menber >
<r ol eSpec>
<t opi cRef xli nk: href="#r-topic-in-Ilocal-guide" />
</ rol eSpec>
<t opi cRef xli nk: hr ef ="#gt d- Baki ngQui de- 1-1" />
</ member >
<menber >
<r ol eSpec>
<t opi cRef xli nk: href="#r-topi c-in-naster-guide" />
</ r ol eSpec>
<t opi cRef xlink: href ="#gt m Leaveni ng- 315" />
</ nenber >
</ associ ati on>

Here, the derived topic (gtd-BakingGuide-1-1) is associated with amaster topic (gtm-L eavening-315).
Each guidance topic has been defined elsewhere in the topic map.

Asrulesfor determining classification, most guidance topics have an associated classification unit,
which can a'so be attached to atopic with an association.

<associ ati on>
<i nst anceCf >
<t opi cRef xl i nk: href="#f-topic-classification" />
</instanceC >
<menber >
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<r ol eSpec>
<t opi cRef xlink: href="#r-classification-topic" />
</rol eSpec>
<t opi cRef xI i nk: href="#gt d- Baki ngCui de-1-1.2" />
</ menber >
<nmenber >
<r ol eSpec>
<t opi cRef xl i nk: href="#r-cl assificati on-category" />
</rol eSpec>
<t opi cRef xli nk: href ="#cat-RD"' />
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xlink: href="#r-classification-Ilevel" />
</rol eSpec>
<t opi cRef xlink:href="#lev-C' />
</ menmber >
</ associ ati on>

Hereit is established that the topic on using both baking powder and baking sodain the recipe for a
single product (#gtd-BakingGuide-1-1.2, defined earlier) has associated with it the classification
level and category of "C-RD". (While the association of both baking soda and baking powder with
agiven recipe — say, buttermilk biscuit — as an example of confidential restricted data sounds
improbable on the surface, it corresponds to what real guidance topics might indicate concerning the
association of aparticular material with areal weapon.)

Most of the association instances having to do with interrel ationships among guidance topics and
guidance documents can be populated from existing documents. The demonstration topic map was
created by simply running scripts against XML sources.

5.1.2.2 Links Involving Topics with Keystones and Keywords
Computer-aided management of guidance needs more than just the assertion that guidance topics

are similar: it needs means for representing such similarity. The most promising approach that is
readily available isto associate keywords (concepts) with guidance topics, then look for patterns of
keywords. If two topics are both represented by the same group of keywords, they must refer to the
same subject matter, whether their text appears to be similar or not.

Keystones provide a conceptual framework above both keywords and guidance topics. If the typing
topicsin the topic map provide an ontology of objects related to the classification process, the
keywords should provide the basisfor ataxonomy. The GS| team and othersin the DOE classification
community have been working on a"Master Subject List" that can provide a starting point for such
ataxonomy. When fully developed, such ataxonomy should provide alogical path from the keystones
down to the individual guidancetopics. In building such afull taxonomical hierarchy, techniques
similar to those used in the implication networks of the Ferret system could be used [Mason 2002].

Thebasic pattern of association isas shown below, where the guidance topic "gtd-BakingGuide-1-1"
is associated with three keywords, representing the recipe and the two leavening agents. The two
branching topics would then have subsidiary associations that link the parent topic with individual
qualifiers. This association would allow direct access to guidance topics through keywords, taken
individually. A ssimple browser interface can lead from a single keyword to the other keywords that
appear in associations with it and thence to guidance topics. The primary association involves only
the guidance topic and the three keywords.

<associ ati on>
<i nst anceOf >
<t opi cRef xli nk: href ="#f - mai nTopi c-t o- keyword" />

</instanceCf >
<menber >

<r ol eSpec>

<topi cRef xlink: href="#r-topic-in-|ocal-guide" />
</rol eSpec>
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<t opi cRef xli nk: hr ef =" #gt d- Baki ngCQui de- 1-1" />
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xli nk: href="#r-keyword" />
</rol eSpec>
<t opi cRef xli nk: hr ef ="#kw-reci pe" />
</ menmber >
<menber >
<r ol eSpec>
<t opi cRef xI i nk: href="#r-keyword" />
</rol eSpec>
<t opi cRef xli nk: hr ef =" #kw- baki ng_powder" />
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xli nk: href ="#r-keyword" />
</rol eSpec>
<t opi cRef xli nk: hr ef ="#kw- baki ng_soda" />
</ menber >
</ associ ati on>

The two branching associations connect the parent topic with the appropriate keyword.

<associ ati on>
<i nst anceOf >
<t opi cRef xli nk: href ="#f - mai nTopi c-t o- keyword" />

</instanceCf >
<menber >

<r ol eSpec>

<topi cRef xlink: href="#r-topic-in-|ocal-guide" />

</rol eSpec>

<t opi cRef xli nk: hr ef =" #gt d- Baki ngQui de- 1-1. 1" />
</ menber >
<menber >

<r ol eSpec>

<t opi cRef xlink: href="#r-classification-topic-parent" />

</rol eSpec>

<t opi cRef xli nk: hr ef ="#gt d- Baki ngCQui de- 1-1" />
</ menber >
<menber >

<r ol eSpec>

<t opi cRef xI i nk: href="#r-keyword" />

</rol eSpec>

<t opi cRef xl i nk: href="#product _unspecified" />
</ menber >
</ associ ati on>

<associ ati on>
<i nst anceCf >
<t opi cRef xli nk: hr ef ="#f - mai nTopi c-t o- keyword" />
</instanceCf >
<menber >
<r ol eSpec>
<t opi cRef xlink: href="#r-topic-in-Ilocal-guide" />
</ rol eSpec>
<t opi cRef xli nk: hr ef ="#gt d- Baki ngCQui de-1-1.2" />
</ menmber >
<menber >
<r ol eSpec>
<t opi cRef xlink: href="#r-cl assification-topic-parent" />
</rol eSpec>
<t opi cRef xl i nk: href="#gt d- Baki ngGui de-1-1" />
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xli nk: href ="#r-keyword" />
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</rol eSpec>

<t opi cRef xli nk: href="4#product specified" />
</ menber >
</ associ ati on>

Such an association establishes only the logical antecedents or trigger conceptsfor asingle guidance
topic. This mechanism could be extended, however, in the process of managing guidance, particularly
if the goal isto streamline by reducing redundant topics. The first step isto create associations that
just combine sets of keywords and provide each associated set with an identifier. A guidance topic

would then be associated not directly with keywords but rather with one of the established groups.

Examination of the topic map for all topics playing the role of "r-classification-topic" in association
with a single keyword group would then show potential redundancies.

Finding guidance topics according to their keywordsis only one part of managing guidance. A major
task for guidance creatorsisfinding all the topics that must change when there is a change in policy
or the environment under which classification is employed. Classification is always contextual; it
depends partially on the details of information under consideration, partially on theimmediate context
of theinformation, and partially on the overall context of what is known at the unclassified level. If
any one of those changes, the classification may change. If, for example, atreaty changes what is
known at the unclassified level, then guidance managers must work down from the change in
unclassified knowledge to the topics.

The path from a high-level concept, such as a keystone or arelatively abstract keyword, to the
keywords associated with guidance topicswill form part of an implication network. The use of such
networksin a classification knowledge base has already been demonstrated in [Mason 2002]. The
knowledge base is built up of many associations that bring together keywords as antecedents and
conseguents.

<associ ation id="inplication-05">
<i nst anceCf >
<t opi cRef xlink: href="#f-rule"/>
</instanceCf >
<scope>
<t opi cRef xli nk: href="4#I ayer-yeast| ess_bread"/ >
</ scope>
<menber >
<r ol eSpec>
<t opi cRef xlink: href="#rol e-consequent"/>
</rol eSpec>
<t opi cRef xl i nk: href="#ks-1 eaveni ng"/>
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xl i nk: href="#rol e-ant ecedent"/>
</rol eSpec>
<t opi cRef xli nk: hr ef =" #kw- baki ng_powder "/ >
</ menber >
<menber >
<r ol eSpec>
<t opi cRef xlink: href="#rol e-antecedent"/>
</rol eSpec>
<t opi cRef xl i nk: href="#kw baki ng_soda"/>
</ menber >
</ associ ati on>

Thisimplication association suggests that keystone "ks-leavening" sits above two different paths up
through the network, those leading through keywords "kw-baking_powder" and "kw-baking_soda.
The scope, "layer-yeastless bread" is introduced into this association because we have discovered

that the taxonomy of the Master Subject List and similar analyses of our subject-matter area cannot
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be simple trees. That isto say, for example, that "kw-baking_soda"' implies "ks-leavening" in the
context represented by "layer-yeastless bread" and perhaps not in others.

While such an implication network is similar in structure to that used by the Ferret system, it works
at adifferent level. This network traces the path from very abstract concepts, the keystones, down
to amuch lessabstract level, the groups of keywordsthat represent the essence of individual guidance
topics. The Ferret network begins at that level of trigger concepts for guidance topics and works
down to the very concrete level of language that can be recognized in documents that are being
analyzed for classification. The similarity of the networks means, however, that the same tools —
such as browsers and editors — can be used on both. Furthermore, the two networks can be merged
to provide a seamless path of traceability from policy to its application to individual documents.

5.2 Instance Pointers
5.2.1 Guides
The actual reference copies of the classification guides under management will be stored as external

resourcefiles. Proxy topicsfor the guides must be created within the map, with pointersto the external
resources. A topic establishes the reference point for an actual guide, createsan ID for future
references, and establishes the identity of the guide through reference to an XML sourcefile for the
assembl ed document. Guides are frequently referenced only by areport number because their formal
titles tend to be long and cumbersome; the baseName is structured accordingly. Besides the source
that may maintain the official master text of a guide, there may be other manifestations, such asa
display version in HTML, asindicated by a scoped occurrence.

<t opi ¢ id="gtd- Baki ngGui de-1">
<i nst anceCf >
<t opi cRef xI i nk: href="#r-guide" />
</instanceCf >
<subj ectldentity>
<subj ect | ndi cat or Ref xI i nk: href =" Baki ngQui de-1. xm " />
</ subj ectldentity>
<baseNane>
<baseNaneSt ri ng>Baki ngGui de- 1</ baseNaneSt ri ng>
<vari ant >
<par anet er s>
<subj ect | ndi cat or Ref xlink: href="#r-full _name" />
</ par anet er s>
<vari ant Nane>
<r esour ceDat a>CGui de for Baki ng Systens</resourcebDat a>
</ vari ant Name>
</vari ant >
</ baseNane>
<occurrence>
<i nst anceCf >
<t opi cRef xl i nk: href ="#r-source" />
</instanceCf >
<scope>
<topi cRef xlink:href="#s-htm" />
</ scope>
<resour ceRef xl i nk: href="Baki ngGui de-1. htm " />
</ occurrence>
</topi c>

5.2.2 Instance Guidance Topics

Every guidancetopic that is under management must be represented by atopic-map topic. Each such
topic will form ahub around which datais assembled, either asactual datain name strings or through
associations with guides, keywords and keystones, classification values, and other related topics. If
master copies are kept as resources outside the map, pointers must be created to the resources.

Anindividua topic in aguide has abaseName in the scope of its topic number (subject, possibly to
aversioning scope) and another baseName that is a proxy for its text (as shown above). The topic
also has a pointer to alocation in afile containing the data source for the guidance topic:
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<t opi ¢ id="gtd- Baki ngGQui de-1-1">
<i nst anceCf >
<t opi cRef xlink: href="#r-topic-in-I|ocal-guide" />
</instanceCf >
<baseName>
<scope>
<t opi cRef xli nk: hr ef ="#gd- Baki ngGui de- 1" />
<topi cRef xlink:href="#r-fulltext" />
</ scope>
<baseNaneStri ng>Use of both baki ng powder and baking soda in a
si ngl e reci pe</ baseNameStri ng>
</ baseNanme>
<baseNane>
<scope>
<t opi cRef xli nk: href="#gd- Baki ngCui de-1" />
<t opi cRef xli nk: href="4#r-topi cnunber" />
</ scope>
<baseNaneSt ri ng>1
</ baseNaneStri ng>
</ baseNanme>
<occurrence>
<i nst anceCf >
<t opi cRef xli nk: href="#r-source"/>
</i nstanceCf >
<scope>
<t opi cRef xli nk: href="#s-xm"/>
<t opi cRef xl i nk: href="#gd- Baki ngCui de- 1"/ >
</ scope>
<resour ceRef xlink: href="Baki ngGui de-1.xm #l 1"/ >
</ occurrence></t opi c>

The creators and users of classification guidance are accustomed to seeing text. The "baseName"
mechanism in XTM was included to provide representations of topics that would be visible to the
usersof Topic Map browsing tools. Most tools, accordingly, provide featured presentation of names.
The creators of XTM may have thought of base names as labels for topics, but we are using name
strings as visible proxies for repositories for text. Thus our names tend to have whole sentences,
once browsers support namespace-qualified extensionsto the XTM DTD, even tagged text may
show up in baseName strings. The result isthat our topic maps are not merely collections of metadata:
they display real dataaswell.

8 6 Using the Map
The demonstration topic map is only beginning to accumulate enough links to support managing
guidance. Eveninitspreliminary state, however, we arelearning new things about existing guidance.
Although the dependency information in the map comes from existing sources, the ability to bring
the related topics together in a browser is allowing us to consider dependencies more thoroughly.
The process of supplying keywords, like the process of building the Ferret knowledge base before
it, is causing us to rethink some of the derived guidance topics.

Thetopic map for GSI is till an experimental construct that will evolve asthe overall system design
evolves. However, we are already working on an overall architecture in which the topic map will
represent the primary management structure.
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Figure 1 Proposed GSI management and publishing architecture

Thisarchitecture provides for adual user interface, through atopic-map browser/editor and through
the publications system already being prototyped. The interface through the topic map will give
access to the full range of data and functionsin the system, including both text editing and the
versioning and document-management system. The publications interface builds on the strengths of
commercia publications products, not only to provide printable output but also for such well integrated
functions as spelling checking. Between the two sides of the system is a component that assembles
complete documentsfor the publishing system out of the stored fragments or dissects whole documents
that have been changed in the publishing system into storable fragments. We are aso looking for
software to assist the capture of the hundreds of legacy guides across DOE.

8 7 Future Directions for Guidance Management
Having demonstrated that it is possible to scale up this sort of topic map to thousands of guidance
topics and keywords, in many hundreds of relationships (the resulting X TM filefor the demonstration
isover 200,000 lineslong), we are looking forward to both extending it and to putting it in the hands
of potential users.

Y-12 isthinking of adding more master guidesto the map. Y-12 classification writers already know
the basi ¢ rel ati onshi ps because they were documented in the process of validating and getting approval
for our local guides. Because we have scripted the generation of some portions of the map, the most
time-consuming part of adding a new guide is assighing keywords to the guidance topics.

With the proof-of-principle part of the project behind us, we are now looking at improving the user
interface to the system. We have heretofore used a commercial topic-map browser whose generic
interface was not designed to highlight the particular components and relationshipsin this map. We
have been able to demonstrate the map, and we aready have feedback from the user community
about things they would like to see presented differently. We are now designing new HTML and
JSP pages to replace the generic interface. As part of the Ferret project, Y-12 developed asimple
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editor for knowledge bases. Because of the similarity between the Ferret knowledge base structure
and this topic map, we are modifying the editor to write out topic-map components. The next step
will probably be to implement a topic-map editor, since the filesin question are not conducive to
easy editing in aconventional XML editor.

In the next year, besides the considerable redesign of the interface, we expect to start on the
implementation of the content-management system and the extensions to both the topic map and the
interface to support it. We already have requests from sitesin the field for access to the topic-map
system. If both it and the publishing system prove successful, we may have the means for spreading
integrated guidance management and publishing across DOE.
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